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Abstract: As morepeoplestartusingthe Internetandmorecontentis placedonline, the chancesthat individualswill
encounterinappropriateor unwantedadult-orientedcontentincreases.Thispaperpresentsapracticalandscal-
ablemethodto ef�ciently detectmany adult-contentimages,speci�cally pornographicimages.We currently
usethis systemin a searchenginethat coversa large fractionof the imageson theWWW. For eachimage,
facedetectionis appliedandanumberof summaryfeaturesarecomputed;theresultsarethenfed to asupport
vectormachinefor classi�cation. Theresultsshow thata signi�cant fractionof adult-contentimagescanbe
detected.

1 INTR ODUCTION

As morepeoplestartusingtheInternetandmorecon-
tentis placedonline,thechancesthatindividualswill
encounterinappropriateor adult-orientedcontentin-
creases.Searchenginescanexacerbatethis problem
by aggregatingcontentfrom many sitesandsumma-
rizing it into asingleresultpage.Many existingmeth-
ods for detectingadult-contentcurrently attemptto
classifywebpagesbasedon their text content.If the
text contentof a pageis classi�ed as adult-content,
this informationcanbe propagatedto linked images
andpages. However, keyword andother text-based
approacheshavesigni�cant limitations.First,they are
languagespeci�c andrequireatremendousamountof
manualwork to construct(eitherdirectly, or by label-
ing training datafor all languages).Second,many
adult-contentpagesdonotcontainenoughtext for re-
liable classi�cation. Third, the text on thepagemay
be intentionally obfuscated(i.e. encodedin an im-
age).

This paperlooks at practicalwaysto detectadult-
contentin the imagesthemselves,on a scalewhich
can be applied to a searchenginecovering a large
fractionof theimageson theWWW. Thefocusis on
ef�cient androbust techniques,suchascolor classi-
�cation andfacedetection,which togethercandetect

many pornographicimageswith little computational
cost. The remainderof this paper is organizedas
follows. Section2 describessomeprevious work in
the�eld of image-basedadult-contentdetection.Sec-
tion 3 describesour systemin moredetail, followed
by a descriptionof our trainingandtestdatain Sec-
tion 4 and test resultsin Section5. A summaryis
givenin Section6.

2 BACKGROUND

Previous work on adult-contentimagedetectioncan
be divided into two broadcategories: thosethat are
basedmainly on skin color or texture, and those
which analyzethe shapesof skin coloredregionsto
determinetheir similarity to human�gures. Repre-
sentativework is describedbelow.

Earlywork ondetectingskincolor in imagesmade
the observation that once brightnessis normalized
out, skin colors acrossdifferent racesform a fairly
tight cluster, which canbe modeledwith a Gaussian
distribution (Hunke, 1994). Later work (Jonesand
Rehg,1998a)usedamuchlargersetof datato build a
three-dimensionalhistogramof skincolorusinghand
labeledpixels in a large numberof imagescollected
from the WWW. Onede�ciency of this approachis



thatbothverybright andverydarkpixelsmustbein-
cludedin the skin color model. Sinceit is unlikely
that skin color will have both extremesin the same
image,onecanbuild separatecolormodelsfor differ-
entaverageimagebrightnesslevels(Zengetal.,2004)
or illumination conditions,as a weak form of color
constancy. In addition to looking at color, the size
androughshapeof skin coloredblobsandtheir tex-
tureshavebeenusedto re�ne thedecisionof whether
a region is actuallyskin (Zenget al., 2004; Kruppa
et al., 2002; Arentz and Olstad,2004; Wang et al.,
1998;Zhenget al., 2004).

Otherthantexture, anotherway to verify whether
a patchof skin coloredpixels correspondsto a per-
sonis to analyzetheshapeof the region. Oneof the
earliestpaperstakingthis approachwas(Flecket al.,
1996).A numberof authorshave followedthatwork
by developingmethodsto matchthevarietyof shapes
a human�gure cantake, typically with the assump-
tion that all the partshave beendetectedby a skin
color classi�er, asin (Ioffe andForsyth,1999). One
recentpieceof work hasattemptedto segment the
imageusingcolor andtexture ratherthanskin color
alone,in orderto detectclothedpeople(Spragueand
Luo, 2002).

3 PROPOSEDSYSTEM

Becauseof the vast numberof imagesthat we will
needto process(on theorderof
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), a primarycon-
straint is the processingspeed;the goal in our work
is to develop an ef�cient image classi�cation sys-
tem. Becausemany shapeclassi�cation techniques
can take a few secondsor even minutesper image,
thesemethodsarenot currentlyapplicableto sucha
large numberof images. Below we describethe set
of featureswe use,alongwith their motivations.The
contributionof eachsetof featureswill beexploredin
Section5.

The featureswe usecanbe broadlygroupedinto
thosewhichmakeuseof color information,andthose
whichdonot. We �rst describethosewhichmakeuse
of askincolormodel,asthesefeaturesaremostcom-
monly usedin this domain. We thendescribesome
additionalfeatureswhich arenot dependenton color.
As will beseen,oneof thesefeatures,thefacedetec-
tor, canbeusedto customizetheskin color modelto
eachimage.

Many of the featuresvaluesbelow are computed
for a region of interest(ROI) in the image,which is
a rectanglecenteredin theimage,insetby

�����

of the
original imagedimensionson all sides. The sizeof
this ROI wasdeterminedempirically.

Figure 1: Exampleof skin probability map. (Left) Input
image.(Middle) Initial skinmap.(Right)After erosionand
dilation (notethatthin linesof skincolorareremoved).

3.1 Skin-DependentFeatures

The�rst setof 9 featuresarethosedependentoncolor.

Skin Color Detection(2 features) This work used
the skin color modelfrom (JonesandRehg,1998a).
The model is built from many imagesin which pix-
els have beenhandlabeledasskin or not. We have
not focusedon gray-scaleimagesin this work; han-
dling suchimageswould requireothersegmentation
andimageanalysisapproaches.

To evaluatewhethera pixel in the imageis skin
color, its skin and non-skin probabilitiesare com-
puted from the model of (Jonesand Rehg,1998a),
then combinedwith Bayes' rule using a prior for
skin color of �

��	

to generatea skin mapcontaining

��

skin
 color� , asshown in Figure1.
Noisepixels andgapsare reducedby performing

gray-scaleversionsof erosionfollowed by dilation,
resultingin theskinprobabilitymapthatwill beused
for theremainingfeatures,asshown at theright side
of Figure1.

Becausenot all the imageswe apply the �lter to
arecolor balanced,in somecasestheskin pixelswill
not bedetected.Althoughnot exploredin this work,
onepossibilitywould be to usea color constancy al-
gorithm suchas (Rosenberg et al., 2003) to correct
for lighting. We will discusslaterhow a facedetector
canbe usedto improve the skin color model in this
situation.

The�rst two featurescomputedfrom theskin map
arethemeanandstandarddeviation of theskin map
in theROI.

ConnectedComponent Analysis (4 features) To
further clarify which pixels may belongto skin re-
gions,connectedcomponentsof pixelswheretheskin
maphasaprobabilityover �

��	

arelocated.Thenum-
berof resultingconnectedcomponentsis recordedas
a feature. In addition,the meanandstandarddevia-
tion of theskin mapwithin theskin components(and



Figure2: Exampleof usingedgepixels asa texture mea-
sure. (Left) Exampleinput image containinga textured
skin-toneddoor, which is detectedas skin color. (Right)
Edgepixelsin this image.

alsoin theROI) arerecordedasfeatures.
As asimplemeasureof thecompactnessof thecon-

nectedcomponents,the log of the weightedaverage
perimetersquaredover the areaof eachcomponent
is computed. The hopeis that skin coloredregions
whichmayoccurin thenon-personbackgroundof an
imagewill belesscompact,in general,thanthosethat
areactuallyskinonhumans.

In subsequentsections,theskin connectedcompo-
nentswill bereferredto asskinblobsfor brevity.

Skin Texture Features (2 features) Another use-
ful way to distinguishskin from othersimilarly col-
oredregionsis with texture. In this work, texture is
approximatedby theOpenCVimplementation(Brad-
ski, 2000)of theCanny edgedetector(Canny, 1986)
appliedto thegray-scaleimage,asillustratedin Fig-
ure2. We recordthefollowing ratio:

numberof edgepixelsin skinblobsin ROI
numberof pixelsin skinblobsin ROI

(1)

asa measureof skin texture,andthefollowing ratio:

numberof edgepixelsin skinblobsin ROI
numberof edgepixels

(2)

asameasureof how muchof theimagetexturecanbe
attributedto skin-coloredpixels. The speci�c ratios
usedabovewerearrivedat experimentally.

Lines (1 feature) Often, parts of buildings (like
woodendoorsor bricks) appearto have skin color.
One way to distinguishthesefrom skin is that they
often have long straightedgeswhich arenot typical
of skin.

Figure3: Exampleof line extraction.(Left) Exampleinput
imagewith straightedgesontheskincolor regions.(Right)
Detectedlines.

We use the OpenCV implementation(Bradski,
2000)of the probabilisticHough transform(Kiryati
et al., 1991)computedon theedgesof theskin color
connectedcomponents.Thenumberof distinct lines
detectedthat are not within 5 pixels of the image
edgeis recorded. An exampleof the detectedlines
is shown in Figure3.

3.2 Skin-IndependentFeatures

The remaining9 featuresdo not usecolor informa-
tion.

Image Features(3 features) The �rst set of non-
color-basedfeaturesdescribethe image shapeand
size.

Imageslarger than
���������

pixelshave a �ag fea-
turesetto one.If theimageis largerthan
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, we
alsocomputetheremainderof thefeaturesdescribed
here. Imagesthat are smaller than
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pixels
have the �ag andall otherfeaturessetto zero;most
of the featurescannotbe computedfor such small
images,which are unlikely to contain recognizable
adult-contentin any case.

Two additionalfeaturescontainthelog of thenum-
berof pixelsin theROI de�ned earlier, andtheaspect
ratioof theimage.

Entr opy Features (2 features) One feature that
may be valuablein distinguishingadult-contentim-
agesfrom iconsor other arti�cial imagesis the en-
tropy of the intensityhistogramof the image,asfol-
lows:
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where

��#$

� is the fraction of pixels in the image
with intensity

$

. Arti�cial imagestendto have fewer
distinct intensitiespresent,so their entropieswill be
lower. We computetheentropy for both the full im-
ageanda 10 pixel wide borderaroundthe image,to
aid in thedetectionof framedimages.



Figure4: Exampleof usingfacedetectionto improve the
skincolormodel.(Left) Sampleinputimage.(Middle)Skin
mapwithout customizationusingthefacedetector. (Right)
More accurateskin mapproducedby usingfacedetection
(notethattheneckis brighterandsweateris darker).

Clutter Features(2 features) Justasan edgede-
tectorwasusedabove to measuretheamountof tex-
turein theskincoloredpixels,it canalsobeusedasan
overallmeasureof theamountof clutter in animage.
We recordthefractionof pixelsin theROI which are
edges(a measureof centralclutter in theimage),and
thefractionof edgepixels in thewhole imagewhich
arein theROI (ameasureof theperipheralclutterrel-
ative to thecentralclutter).

Face Detection (2 features) One of the most re-
liable signals that an image contains a person is
whetheror not a faceis present. For this work, we
usedthe OpenCVfacedetector(Bradski, 2000), an
implementationof thedetectordescribedin (Lienhart
andMaydt,2003),which is in turnbasedon thework
in (Viola andJones,2001). From the facedetection
results,two featuresareused:thenumberof facesin
theimage,andthefractionof theimagepixelswhich
arein thelargestdetectedface.For speed,thefacede-
tectoris run on a half-resolutionversionof the input
image.

As mentionedearlier, thefacedetectionresultscan
beusedto customizetheskincolormodelto apartic-
ular image,asillustratedin Figure4. Oncea faceis
detected,pixels in the faceregion areusedto build a
3-channelGaussianskincolormodel.Then,whende-
tectingskin,eachpixel'sskinprobabilityis estimated
bothfrom themodelof (JonesandRehg,1998a)and
thefaceskinmodel,andtheseestimatesareaveraged.

In thecompletesystem,all of theskincolordepen-
dentfeaturesarecomputedtwice, oncewith the face
presentin the skin map, andoncewith the facere-
gion setto zeroprobabilityin theskinmap,asshown
in Figure5. The ideahereis that largeportrait pho-
tos of people's faceswill containa large amountof
skin color on theface,but this skin shouldnot count
againstthe imagewhen trying to decidewhetherit
containsadult-content.

Figure5: Exampleof blankingout the faceregion of the
skin map. (Left) Exampleinput image.(Middle) Skin map
showing thefaceregion. (Right)Skinmapafterfaceregion
is setto zero.

3.3 Classi�cation

In total, we employ 27 features;9 which do not use
theskin map,and9 which do (andarecomputedfor
two versionsof theskin map,with andwithout faces
present).Oncethe featureshave beencomputedfor
an image,they arefed into a supportvectormachine
(SVM) for classi�cation. In this work, theLIBSVM
library wasusedto trainandruntheSVM (Changand
Lin, 2001).

4 TRAINING AND TEST DATA

The trainingandtestdataconsistedof imagesfound
on theWWW. A setof 17,300exampleswashandla-
beledfor trainingaseitheradult-contentor not. The
imagesin thissetwereselectedfrom websitesknown
to be family-safeand thoseknown to containadult
content;imagesfrom the latter setwerethenmanu-
ally labeledtheauthorsasto whethereachwasadult-
contentor not. Of these17,300samples,812 were
adult-contentand16,488werenot.

Thetestsetconsistsof 51,960sampleimagesuni-
formly collectedfrom the Internetandmanuallyla-
beledby the authors. Of theseimages,1,331were
labeledasadult-content,andtheremaining50,629as
not adult-content. The test datawas also manually
labeledby authors. The next sectionwill show the
classi�cationresultsfor this data.

5 EXPERIMENT AL RESULTS

In this section,we describethe trainingof theSVM,
experimentsto evaluatethe contributionsof the fea-
tures,andpresentcomparisonswith relatedwork.



5.1 Training

Becausethe numberof positive adult-contenttrain-
ing examplesgreatlyoutweighsthenegativesamples,
LIBSVM' s weight settingfor the positive examples
was set to 18 during training. While this doesnot
exactly matchthe proportionof ratio of positive to
negative examplesfor historical reasons,the results
of the trainingdo not seemvery sensitive to this pa-
rameter, aslong asthepositive examplesaregivena
fairly large weight. RBF kernelswith a gammapa-
rameterof 0.05wereused,andall otherparametersto
LIBSVM wereleft at their defaults.LIBSVM useda
total of 3,102supportvectorsfor the�nal classi�er.

5.2 Testing

To seethe impactof eachsetof featureson the per-
formanceof thesystem,a numberof testswerecon-
ducted.We beganby traininganSVM with only the
basicskincolor features(themeanandstandarddevi-
ation of theskin mapin theROI), andthenusedthe
SVM to producescoresfor eachof the test images.
From this data,andROC curve plotting the number
of errorsonadult-contentvs. thenumberof errorson
family safeimagescouldbeproduced.This curve is
the uppercurve in the graphof Figure6a. For this
type of graph,a betterresultmeansthecurve comes
closerto theorigin.

In steps,we then addedbatchesof features,re-
trained the SVM and computedthe resulting ROC
curve. The resultsare shown togetherin Figure 6a
(full range)and6b (zoomed).Eachcurve represents
adding one batch of features(describedin a para-
graphin Section3.1) to the set of featuresusedby
thepreviouscurve,with theexceptionof thelasttwo
curves.The“FaceDetection”curveaddsfeaturesfor
thenumberof facesandlargestface,modi�es theskin
color model using the facepixel samples,and also
modi�es the skin mapby removing the facerectan-
gles. The“All Features”curve usesbothversionsof
thefeatures,with andwithout thefacesremovedfrom
theskin map,which improvesaccuracy slightly.

As can be seenfrom Figure 6, as more features
are added,the accuracy improves. However, there
appearsto be diminishing returnsfrom the typesof
straightforwardfeatureswe areusing.

We evaluatedthespeedof thealgorithmon a cor-
pusof around1.5billion (
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) thumbnailimages
of lessthan
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pixels. Processingthe entire
corpustook lessthan8 hoursusing2,500computers,
for anoverallthroughputof around20imagespersec-
ondpercomputer.
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Figure6: This �gure shows the ROC curvesasmorefea-
turesare addedto the overall featureset. (a) shows the
curvesattheiroriginalscale,while (b) is zoomedin to show
thedifferencesbetweenthefeaturesetsmoreclearly.

5.3 Comparisonwith RelatedWork

Althoughwehavenotbeenableto locateany two pa-
perswhich usethe sametest sets,it may be useful
to examinethe reportederror rateswhich have been
published.A numericalsummaryof relatedresultsis
shown in Table 1. Eachof thesenumbersis drawn
from thepaper, or estimatedfrom anROC curvepre-
sentedin the paper. The sameresultsareplottedon
a graphin Figure7, alongwith theROC curve from
our system. In addition, the ROC curve for “Zheng
(ourdata)”evaluatesthework of (Zhenget al., 2004)
usingits opensourceimplementationin (di Linguis-
tica Computazionale,2004)appliedto our testset.

Theresultspresentedby (ArentzandOlstad,2004)
areinterestingbecausein additionto showing theac-
curacy for a generalset of images,resultsare also
reportedfor a testsetcontainingportrait picturesof
people.As might beexpected,thefalsealarmrateon
thesepicturesis higher, asthey containa signi�cant



Table1: A summaryof accuracy results(on different test
sets)from relatedwork.

Citation Positive
error
rate

Negative
error
rate

(Ioffe andForsyth,1998) 49% 10%
(Flecket al., 1996) 56% 2%
(Wanget al., 1998) 4% 9%
(Arentz and Olstad,2004)
(all images)

4.6% 12%

(Arentz and Olstad,2004)
(portraits)

4.6% 26.5%

(Duanetal., 2002) 19.3% 10%
(Zenget al., 2004) 23.5% 5%
(JonesandRehg,1998b) 14.2% 7.5%
(Zhenget al., 2004) 9% 20%

amountof skin color while not beingadult-content.
It is expectedthatour system's useof a facedetector
mayeliminatesomeof thesefalsealarms.
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Figure7: Graphicalsummaryof accuracy results(ondiffer-
ent testsets)from relatedwork, aswell asthe ROC curve
from our systemfor comparisonpurposes.Theonly direct
comparisonwhichcanbemadeis betweenOurSystemand
Zheng(our data),and it can be seenthat our systemhas
signi�cantly betteraccuracy.

As canbe seen,thereis a wide variety in the re-
portedaccuraciesof thesystemsthathave beenpub-
lished. Given that many of thesesystemsareheav-
ily dependenton skin color modelsandfeaturesthat
arevery similar acrosssystems,it is quite likely that
the wide rangeof differencesin accuracy canbe at-
tributedto differencesin thetrainingandtestsetdis-
tributions. This underscoresthe importanceof cre-
ating a consistenttest set with which to measure
progressin this �eld. UsingtheWWW asthesource
of testimagesaswe did createsa very dif�cult, real-
world testcase.Not only is thecontentextremelydi-

verse,but the quality, resolution,color balance,and
brightnessvarygreatlyperimage—increasingthedif-
�culty of thisproblemdramatically. It is worthnoting
thatmany of thefalsenegativesin our resultsaredue
to grayscaleor cartoonadult-contentimages,which
cannotbedetectedby thealgorithmsdescribedhere.

6 SUMMARY AND FUTURE
WORK

The resultsabove indicatethat the systemis ableto
detectroughly 50% of the adult-contentimagesin a
small test set,with roughly 10% of the safeimages
beingincorrectlymarkedasadult-content;or at adif-
ferent thresholddetecting90% of adult-contentim-
ageswith a falsealarmrateof 35%. However, since
safeimagessigni�cantly outnumberthosewith adult-
content,this leadsto a largenumberof falsealarms,
indicatingthereis muchwork remainingto bedone.

Thesystemdescribedabovehasbeenincorporated
into Google's adult-content�ltering infrastructure,
andis now in activeusefor imagesafe-search.

Therearea numberof potentialways to improve
this work. Faceimageprocessingcandeterminethe
age(Lanitisetal.,2004)andgender(Moghaddamand
Yang,2000; Baluja andRowley, 2005)of peoplein
the image,which may turn out to be usefulfeatures,
perhapssimply as priors. More elaboraterepresen-
tationsof the shapeof the skin color blobs,suchas
thoseusedin (Wangetal.,1998)maybehelpfulwith-
out signi�cantly increasingthe computationalcost.
Better measuresof texture beyond simple edgede-
tectionmay improve the recognitionof skin regions.
Finally, imagesimilarity matchingagainsta database
of adult-contentimagesignatures(usingideassimilar
to (Tieu andViola, 2000;Lowe, 2004))maybeuse-
ful. Any image-basedsystemcanbeusedto comple-
menttheresultsof a keyword based�lter , sinceeach
approachhasits own strengthsandweaknesses.

To endon a practicalnote,becauseof theubiquity
of the Internet,searchengines,and the widespread
proliferation of electronicimages,adult-contentde-
tectionis anextremelyimportantproblemto address.
To improve therateof progressin this �eld, it would
beusefulto establisha large �x edtestsetwhich can
beusedby bothresearchersandcommercialventures.
Another avenueto pursueis the creationof an an-
nualcompetitionfor �ltering systems.Unfortunately,
the imagesused in this paperwere obtainedfrom
the WWW, and likely containcopyrighted content,
so cannotbe redistributed. Nonetheless,the authors
look forward to collaboratingwith otherresearchers,
bothin termsof thealgorithmsandapproachestaken,
aswell as ideasto promotemore interestand faster
progressin this �eld.
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