LARGE SCALE IMA GE-BASED ADULT-CONTENT FILTERING

HenryA. Rowley
Godgle, Inc., MountainView, CA, USA
Email: har@gogle.com

YushilJing
College of Computing Geoia Instituteof Technolagy, Atlanta, GA, USA
Email: yjing@cc.gatel.edu

ShumeeBaluja
Godgle, Inc., MountainView, CA, USA
Roboticdnstitute Carnegie Mellon University, Pittsburgh, PA, USA
Email: shumeet@gape.com

Keywords:

Abstract:

Imageprocessingndapplicationscomputevision, adult-contentletection skin color detection

As morepeoplestartusingthe Internetand more contentis placedonline, the chanceghatindividuals will

encountemappropriater unwantedadult-orientecontentincreasesThis papempresents practicalandscal-
ablemethodto ef ciently detectmary adult-contenimages speci cally pornographidmages.We currently
usethis systemin a searchenginethat coversa large fraction of theimageson the WWW. For eachimage,
facedetectionis appliedanda numberof summaryfeaturesarecomputedtheresultsarethenfedto asupport
vectormachinefor classi cation. Theresultsshav thata signi cant fraction of adult-contenimagescanbe

detected.

1 INTRODUCTION

As morepeoplestartusingtheInternetandmorecon-
tentis placedonline,the chanceshatindividualswill
encountetinappropriateor adult-orienteccontentin-
creases.Searchenginescanexacerbatehis problem
by aggreatingcontentfrom mary sitesandsumma-
rizing it into asingleresultpage.Many existingmeth-
ods for detectingadult-contentcurrently attemptto
classifyweb pagesdasedon their text content.If the
text contentof a pageis classi ed as adult-content,
this information canbe propagatedo linked images
and pages. However, keyword and other text-based
approachebavesigni cantlimitations. First, they are
languagespeci ¢ andrequireatremendousmountof
manualwork to construct(eitherdirectly, or by label-
ing training datafor all languages). Second,mary
adult-contenpagesio not containenoughtext for re-
liable classi cation. Third, the text on the pagemay
be intentionally obfuscatedi.e. encodedn anim-
age).

This paperlooks at practicalwaysto detectadult-
contentin the imagesthemseles, on a scalewhich
can be appliedto a searchenginecovering a large
fraction of theimageson the WWW. The focusis on
efcient androbusttechniquessuchascolor classi-

cation andfacedetectionwhichtogethercandetect

mary pornographidmageswith little computational
cost. The remainderof this paperis organizedas
follows. Section2 describessomepreviouswork in

the eld of image-baseddult-contentetection.Sec-
tion 3 describesour systemin more detail, followed
by a descriptionof our training andtestdatain Sec-
tion 4 andtestresultsin Section5. A summaryis

givenin Section6.

2 BACKGROUND

Previous work on adult-contenimagedetectioncan
be divided into two broadcateyories: thosethat are
basedmainly on skin color or texture, and those
which analyzethe shapef skin coloredregionsto
determinetheir similarity to human gures. Repre-
sentatve work is describedelow.

Early work on detectingskin colorin imagesmade
the obsenation that once brightnessis normalized
out, skin colors acrossdifferent racesform a fairly
tight cluster which canbe modeledwith a Gaussian
distribution (Hunke, 1994). Later work (Jonesand
Rehg,1998a)useda muchlargersetof datato build a
three-dimensiondiistogramof skin color usinghand
labeledpixelsin alarge numberof imagescollected
from the WWW. Onede ciency of this approachis



thatbothvery brightandvery dark pixelsmustbein-

cludedin the skin color model. Sinceit is unlikely
that skin color will have both extremesin the same
image,onecanbuild separateolor modelsfor differ-

entaverageémagebrightnesdevels(Zengetal.,2004)
or illumination conditions,as a weak form of color
constang. In additionto looking at color, the size
androughshapeof skin coloredblobsandtheir tex-

tureshave beenusedto re ne thedecisionof whether
aregion is actually skin (Zenget al., 2004; Kruppa
et al., 2002; Arentz and Olstad, 2004; Wang et al.,

1998;Zhengetal., 2004).

Otherthantexture, anotherway to verify whether
a patchof skin coloredpixels correspondgo a per
sonis to analyzethe shapeof the region. Oneof the
earliestpaperdakingthis approachwas(Flecketal.,
1996). A numberof authorshave followedthatwork
by developingmethodgo matchthevarietyof shapes
a human gure cantake, typically with the assump-
tion that all the partshave beendetectedby a skin
color classi er, asin (loffe and Forsyth,1999). One
recentpiece of work hasattemptedto segmentthe
imageusing color andtexture ratherthan skin color
alone,in orderto detectclothedpeople(Spragueand
Luo, 2002).

3 PROPOSEDSYSTEM

Becauseof the vastnumberof imagesthat we will
needto procesqontheorderof ), aprimarycon-
straintis the processingspeed;the goalin our work
is to develop an efcient image classi cation sys-
tem. Becausemary shapeclassi cation techniques
cantake a few secondsor even minutesper image,
thesemethodsare not currentlyapplicableto sucha
large numberof images. Below we describethe set
of featureswe use,alongwith their motivations.The
contritution of eachsetof featureswill beexploredin
Sectionb.

The featureswe use can be broadly groupedinto
thosewhich make useof colorinformation,andthose
whichdonot. We rst describehosewhich make use
of askin colormodel,asthesefeaturesaremostcom-
monly usedin this domain. We thendescribesome
additionalfeatureswvhich arenot dependenon color.
As will beseenponeof thesefeaturesthefacedetec-
tor, canbe usedto customizethe skin color modelto
eachimage.

Many of the featuresvaluesbelov are computed
for a region of interest(ROI) in the image,which is
arectanglecenteredn theimage,insetby of the
original imagedimensionson all sides. The size of
this ROl wasdeterminedempirically.

Figure 1: Exampleof skin probability map. (Left) Input
image.(Middle) Initial skin map.(Right) After erosionand
dilation (notethatthin linesof skin color areremored).

3.1 Skin-DependentFeatures

The rst setof 9featuresarethosedependendncolor.

Skin Color Detection (2 features) Thiswork used
the skin color modelfrom (Jonesand Rehg,1998a).
The modelis built from mary imagesin which pix-
els have beenhandlabeledas skin or not. We have
not focusedon gray-scaldmagesin this work; han-
dling suchimageswould requireother segmentation
andimageanalysisapproaches.

To evaluatewhethera pixel in the imageis skin
color, its skin and non-skin probabilities are com-
puted from the model of (Jonesand Rehg, 1998a),
then combinedwith Bayes' rule using a prior for
skin color of to generatea skin mapcontaining

skin color , asshavnin Figurel.

Noise pixels and gapsare reducedby performing
gray-scaleversionsof erosionfollowed by dilation,
resultingin the skin probabilitymapthatwill beused
for theremainingfeaturesasshavn at theright side
of Figurel.

Becausenot all the imageswe apply the lter to
arecolor balancedin somecaseghe skin pixelswill
not be detected Although not exploredin this work,
onepossibility would be to usea color constang al-
gorithm suchas (Rosenbgg et al., 2003) to correct
for lighting. We will discusdaterhow afacedetector
canbe usedto improve the skin color modelin this
situation.

The rst two featurescomputedrom the skin map
arethe meanandstandarddeviation of the skin map
in the ROL.

Connected Component Analysis (4 features) To
further clarify which pixels may belongto skin re-
gions,connectedomponentsf pixelswheretheskin
maphasa probabilityover arelocated.Thenum-
ber of resultingconnecteccomponentss recordedas
a feature. In addition, the meanand standarddevia-
tion of the skin mapwithin the skin componentgand



Figure2: Exampleof usingedgepixels asa texture mea-
sure. (Left) Exampleinput image containinga textured
skin-toneddoor, which is detectedas skin color. (Right)
Edgepixelsin thisimage.

alsoin the ROI) arerecordedasfeatures.

As asimplemeasur®f thecompactnessf thecon-
nectedcomponentsthe log of the weightedaverage
perimetersquaredover the areaof eachcomponent
is computed. The hopeis that skin coloredregions
whichmayoccurin the non-persorbackgroundf an
imagewill belesscompactjn generalthanthosethat
areactuallyskinon humans.

In subsequergectionsthe skin connectedcompo-
nentswill bereferredto asskinblobsfor brevity.

Skin Texture Features (2 features) Anotheruse-
ful way to distinguishskin from othersimilarly col-
oredregionsis with texture. In this work, texture is
approximatedy the OpenCVimplementatior(Brad-
ski, 2000) of the Canry edgedetector(Canry, 1986)
appliedto the gray-scaldmage,asillustratedin Fig-
ure2. We recordthefollowing ratio:

numberof edgepixelsin skin blobsin ROI
numberof pixelsin skinblobsin ROI

)

asameasuref skintexture,andthefollowing ratio:

numberof edgepixelsin skin blobsin ROI
numberof edgepixels

)

asameasuref how muchof theimagetexturecanbe
attributedto skin-coloredpixels. The speci c ratios
usedabove werearrivedat experimentally

Lines (1 feature) Often, parts of buildings (like
woodendoorsor bricks) appearto have skin color.
Oneway to distinguishthesefrom skin is that they
often have long straightedgeswhich are not typical
of skin.

Figure3: Exampleof line extraction. (Left) Exampleinput
imagewith straightedgesontheskin color regions. (Right)
Detectedines.

We use the OpenCV implementation (Bradski,
2000) of the probabilisticHough transform(Kiryati
etal., 1991)computedon the edgesof the skin color
connecteccomponentsThe numberof distinctlines
detectedthat are not within 5 pixels of the image
edgeis recorded. An exampleof the detectedines
is shavn in Figure3.

3.2 Skin-IndependentFeatures

The remaining9 featuresdo not usecolor informa-
tion.

Image Features (3 features) The rst setof non-
color-basedfeaturesdescribethe image shapeand
size.

Imageslargerthan pixelshave a ag fea-
turesetto one.If theimageis largerthan , we
alsocomputethe remainderof the featuresdescribed
here. Imagesthat are smallerthan pixels
have the ag andall otherfeaturessetto zero; most
of the featurescannotbe computedfor suchsmall
images,which are unlikely to containrecognizable
adult-contentn ary case.

Two additionalfeaturescontainthelog of thenum-
berof pixelsin the ROI de ned earlier andtheaspect
ratio of theimage.

Entropy Features (2 features) One feature that
may be valuablein distinguishingadult-contenim-
agesfrom iconsor otherarti cial imagesis the en-
tropy of the intensity histogramof the image,asfol-
lows:

(3)

where is the fraction of pixels in the image
with intensity . Arti cial imagestendto have fewer
distinct intensitiespresent so their entropieswill be
lower. We computethe entropy for both the full im-
ageanda 10 pixel wide borderaroundthe image,to
aidin thedetectionof framedimages.



Figure4: Exampleof usingfacedetectionto improve the
skincolormodel.(Left) Samplanputimage.(Middle) Skin
mapwithout customizatiorusingthe facedetector (Right)
More accurateskin map producedby usingfacedetection
(notethatthe neckis brighterandsweateiis darler).

Clutter Features(2 features) Justasanedgede-
tectorwasusedabove to measurghe amountof tex-
turein theskincoloredpixels,it canalsobeusedasan
overallmeasuref theamountof clutterin animage.
We recordthefraction of pixelsin the ROl which are
edgeqameasuref centralclutterin theimage),and
thefraction of edgepixelsin the wholeimagewhich
arein theROI (ameasuref theperipheraklutterrel-
ative to the centralclutter).

Face Detection (2 features) One of the mostre-

liable signalsthat an image containsa personis

whetheror not a faceis present. For this work, we

usedthe OpenCVfacedetector(Bradski, 2000), an
implementatiorof thedetectordescribedn (Lienhart
andMaydt, 2003),whichis in turn basedonthework

in (Viola andJones,2001). Fromthe facedetection
results two featuresareused:the numberof facesin

theimage,andthefractionof theimagepixelswhich

arein thelargestdetectedace.For speedthefacede-
tectoris run on a half-resolutionversionof theinput
image.

As mentionecearlier thefacedetectiorresultscan
be usedto customizethe skin color modelto a partic-
ular image,asillustratedin Figure4. Oncea faceis
detectedpixelsin the faceregion areusedto build a
3-channelzaussiarskin colormodel. Then,whende-
tectingskin, eachpixel's skin probabilityis estimated
bothfrom the modelof (JonesandRehg,1998a)and
thefaceskinmodel,andtheseestimatesreaveraged.

In thecompletesystemall of theskin color depen-
dentfeaturesarecomputedwice, oncewith theface
presentin the skin map, and oncewith the facere-
gion setto zeroprobabilityin the skin map,asshovn
in Figure5. Theideahereis thatlarge portrait pho-
tos of peoples faceswill containa large amountof
skin color on the face,but this skin shouldnot count
againstthe imagewhentrying to decidewhetherit
containsadult-content.

Figure5: Exampleof blanking out the faceregion of the
skinmap. (Left) Exampleinputimage. (Middle) Skin map
shawing thefaceregion. (Right) Skin mapafterfaceregion
is setto zero.

3.3 Classi cation

In total, we employ 27 features;9 which do not use
the skin map,and9 which do (andarecomputedor
two versionsof the skin map,with andwithout faces
present).Oncethe featureshave beencomputedfor
animage,they arefed into a supportvectormachine
(SVM) for classi cation. In this work, the LIBSVM
library wasusedto trainandrunthe SVM (Changand
Lin, 2001).

4 TRAINING AND TEST DATA

The training andtestdataconsistedf imagesfound
onthe WWW. A setof 17,300exampleswvashandla-
beledfor training aseitheradult-contenbr not. The
imagesn this setwereselectedrom websitesknown
to be family-safeand thoseknown to containadult
content;imagesfrom the latter setwerethen manu-
ally labeledthe authorsasto whethereachwasadult-
contentor not. Of thesel7,300samples812 were
adult-contenand16,488werenot.

Thetestsetconsistof 51,960sampleimagesuni-
formly collectedfrom the Internetand manuallyla-
beledby the authors. Of theseimages,1,331were
labeledasadult-contentandtheremaining50,629as
not adult-content. The test datawas also manually
labeledby authors. The next sectionwill shav the
classi cationresultsfor this data.

5 EXPERIMENT AL RESULTS

In this section,we describethe training of the SVM,
experimentsto evaluatethe contributionsof the fea-
tures,andpresenctomparisonsvith relatedwork.



5.1 Training

Becausethe numberof positive adult-contentrain-

ing examplegyreatlyoutweighghe negative samples,
LIBSVM' s weight settingfor the positive examples
was setto 18 during training. While this doesnot

exactly matchthe proportionof ratio of positive to

negative examplesfor historical reasonsthe results
of the training do not seemvery sensitve to this pa-

rametey aslong asthe positive examplesaregivena

fairly large weight. RBF kernelswith a gammapa-

rameterof 0.05wereused andall otherparameterso

LIBSVM wereleft attheir defaults. LIBSVM useda

total of 3,102supportvectorsfor the nal classi er.

5.2 Testing

To seethe impactof eachsetof featureson the per

formanceof the system,a numberof testswerecon-
ducted.We beganby training an SVM with only the
basicskin colorfeaturegthe meanandstandardievi-

ation of the skin mapin the ROI), andthenusedthe
SVM to producescoresfor eachof the testimages.
From this data,and ROC curve plotting the number
of errorson adult-content/s. the numberof errorson

family safeimagescould be produced.This curve is

the uppercurve in the graphof Figure 6a. For this

type of graph,a betterresultmeanshe curve comes
closerto theorigin.

In steps,we then addedbatchesof features,re-
trained the SVM and computedthe resulting ROC
cune. The resultsare shavn togetherin Figure 6a
(full range)and6b (zoomed).Eachcurve represents
adding one batch of features(describedin a para-
graphin Section3.1) to the setof featuresusedby
the previous curve, with the exceptionof the lasttwo
curves. The“FaceDetection”curve addsfeaturedor
thenumberof facesandlargestface modi es theskin
color model using the face pixel samples,and also
modi es the skin map by remaoving the facerectan-
gles. The“All Features’curve usesboth versionsof
thefeatureswith andwithoutthefacesemovedfrom
the skin map,whichimprovesaccurag slightly.

As can be seenfrom Figure 6, as more features
are added,the accuray improves. However, there
appeargo be diminishingreturnsfrom the typesof
straightforvardfeaturesve areusing.

We evaluatedthe speedof the algorithmon a cor-
pusof aroundl.5billion ( ) thumbnailimages
of lessthan pixels. Processindhe entire
corpustook lessthan8 hoursusing2,500computers,
for anoverallthroughpubf around20imageersec-
ondpercomputer

Impact of Adding Features
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Face Detection -
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Figure6: This gure shaws the ROC curvesasmorefea-
turesare addedto the overall featureset. (a) shaws the
cunwesattheiroriginal scale while (b) is zoomedn to shav
the differencedetweerthefeaturesetsmoreclearly

5.3 Comparisonwith RelatedWork

Althoughwe have notbeenableto locateary two pa-
perswhich usethe sametest sets,it may be useful
to examinethe reportederror rateswhich have been
published.A numericalsummaryof relatedresultsis
shown in Table 1. Eachof thesenumbersis dravn
from the paper or estimatedrom anROC curve pre-
sentedin the paper The sameresultsare plotted on
agraphin Figure7, alongwith the ROC curve from
our system. In addition,the ROC curve for “Zheng
(ourdata)”evaluateghework of (Zhengetal., 2004)
usingits opensourceimplementatiorin (di Linguis-
tica Computazionale2004)appliedto our testset.
Theresultspresentedby (ArentzandOlstad,2004)
areinterestingbecausén additionto shaving theac-
curagy for a generalset of images,resultsare also
reportedfor a testsetcontainingportrait picturesof
people.As might beexpectedthefalsealarmrateon
thesepicturesis higher, asthey containa signi cant



Table1: A summaryof accurayg results(on differenttest
sets)from relatedwork.

Citation Positve | Negative
error error
rate rate

(loffe andForsyth,1998) 49% 10%

(Flecketal.,1996) 56% 2%

(Wangetal., 1998) 4% 9%

(Arentz and Olstad, 2004) 4.6% 12%

(all images)

(Arentz and Olstad, 2004) 4.6% 26.5%

(portraits)

(Duanetal., 2002) 19.3% 10%

(Zengetal.,2004) 23.5% 5%

(JonesandRehg,1998b) 14.2% 7.5%

(Zhengetal., 2004) 9% 20%

amountof skin color while not being adult-content.
It is expectedthatour systems useof a facedetector
may eliminatesomeof thesefalsealarms.

Comparison with Related Work

loffe

Fleck

Wang

Arentz (general)
Arentz (portraits)

08 i
\ Duan °
0.6 A

v Zeng . 3y
Jones -
Zheng (their data)  «

0.4 Zheng (our data) -~
0.2 \ .

Our System ———
0 0.2 0.4 0.6 0.8 1
Error Rate on Adult-Content

Error Rate on Non-Adult-Content

Figure7: Graphicasummaryof accurag results(ondiffer-
enttestsets)from relatedwork, aswell asthe ROC curve
from our systemfor comparisorpurposes.The only direct
comparisorwhich canbemadeis betweerOur Systemand
Zheng (our data),andit canbe seenthat our systemhas
signi cantly betteraccurag.

As canbe seen,thereis a wide variety in the re-
portedaccuracie®f the systemghat have beenpub-
lished. Giventhat mary of thesesystemsare heas-
ily dependenbn skin color modelsandfeaturesthat
arevery similar acrosssystemsit is quite likely that
the wide rangeof differencesn accuray canbe at-
tributedto differencesn thetraining andtestsetdis-
tributions. This underscoreshe importanceof cre-
ating a consistenttest set with which to measure
progressn this eld. Usingthe WWW asthe source
of testimagesaswe did createsa very dif cult, real-
world testcase.Not only is the contentextremelydi-

verse,but the quality, resolution,color balance,and
brightneswary greatlyperimage—increasinthedif-
culty of thisproblemdramatically It is worth noting
thatmary of thefalsenegativesin our resultsaredue
to grayscaleor cartoonadult-contenimages,which
cannotbe detectedy the algorithmsdescribechere.

6 SUMMARY AND FUTURE
WORK

The resultsabove indicatethat the systemis ableto
detectroughly 50% of the adult-contenimagesin a
small testset, with roughly 10% of the safeimages
beingincorrectlymarkedasadult-contentpr at a dif-
ferentthresholddetecting90% of adult-contenim-
ageswith afalsealarmrate of 35%. However, since
safeimagessigni cantly outhumbethosewith adult-
content,this leadsto a large numberof falsealarms,
indicatingthereis muchwork remainingto bedone.

The systemdescribedabore hasbeenincorporated
into Googles adult-content Itering infrastructure,
andis now in active usefor imagesafe-search.

Thereare a numberof potentialwaysto improve
this work. Faceimageprocessingcandeterminethe
age(Lanitisetal.,2004)andgende(Moghaddanand
Yang, 2000; Baluja and Rowley, 2005) of peoplein
the image,which may turn out to be usefulfeatures,
perhapssimply as priors. More elaboraterepresen-
tationsof the shapeof the skin color blobs, suchas
thoseusedn (Wangetal., 1998)maybe helpful with-
out signi cantly increasingthe computationalcost.
Better measuref texture beyond simple edgede-
tectionmay improve the recognitionof skin regions.
Finally, imagesimilarity matchingagainsta database
of adult-contentmagesignaturegusingideassimilar
to (Tieu andViola, 2000; Lowe, 2004)) may be use-
ful. Any image-basedystemcanbe usedto comple-
mentthe resultsof a keyword basedlter , sinceeach
approachhasits own strengthsandweaknesses.

To endon a practicalnote,becausef the ubiquity
of the Internet, searchengines,and the widespread
proliferation of electronicimages,adult-contentde-
tectionis anextremelyimportantproblemto address.
To improve therateof progressn this eld, it would
be usefulto establisha large x edtestsetwhich can
beusedby bothresearcherandcommercialentures.
Another avenueto pursueis the creationof an an-
nualcompetitionfor Itering systemslnfortunately
the imagesusedin this paperwere obtainedfrom
the WWW, and likely contain copyrighted content,
so cannotbe redistrituted. Nonethelessthe authors
look forwardto collaboratingwith otherresearchers,
bothin termsof thealgorithmsandapproachetaken,
aswell asideasto promotemore interestand faster
progressn this eld.
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